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Computers and Technology:
Friend or Foe?

Technophobia?

The fear or dislike of advanced technology or complex devices,
especially computers
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DON’T FEAR TECHNOLOGY

IT PAYS THE BILLS!

COMPUTER SHOPPING
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It’s completely your choice; however, most computers available on

the market today are Windows 11.

If you currently have Windows 10 and your computer offers to
upgrade to Windows 11 for you, again, that is your choice. | have
chosen not to update to Windows 11 at this time from my current

Windows 10 computer.

If you are on anything below Windows 10, you MUST upgrade for
security reasons! Windows 8, Windows 7, etc. are not supported
by Microsoft and your computer and data is at risk!

Hardware

Desktop Processor (CPU)

RAM

Tablet Hard Drive

Sound Card

Software

Operating System

e Windows
e Mac
e Linux

»
Antivirus/Malware
»
Professional Software
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Things to consider with computer types

Desktops

 Stationary
 Least expensive versus laptops
o Longer lifetime

Laptops
 Portable

« Ability to dock/make into desktop workstation
* Numerous options of brands, sizes, etc.

Tablets

* Extremely portable
* Inexpensive to very expensive
 Simplistic builds

Chromebooks

* \ery inexpensive
* Great for web-based processing
¢ Not compatible with steno software

HARDWARE

Processor
(CPU)

This is the brains of the
computer, and its power is
generally measured in clock
speed (CPU cycles). Today’s
CPU’s clock speeds will
exceed 2 GHz on desktops
and 1.6 GHz on laptops.

These are the bare minimum requirements.

RAM
(memory)

Non-permanent storage
measured in megabytes
(MB) or preferably,
gigabytes (GB). Desktops
should have at least 2 GB of
RAM while laptops may
have 1 GB but should have 2
GB of RAM.

Hard Drive
(Permanent storage)

Unlike RAM, data stored in
permanent storage remains
after the power is turned
off. Storage, like RAM, is
measured in gigabytes (GB).
Desktops should have at a
minimum 500 GB of storage,
while laptops may suffice
with 250 GB.

2 GHz or
higher

2 GBor
higher

80 GB or
higher

Audio

Quiality of an audio
recording is directly
proportional to the audio
adapter in your PC and the
microphone attached to it.
Use an external USB adapter
and a high-quality
microphone for best results.

-1USB
- USB-C or hub connector
- HDMI

- Workstation docking (if
laptop)
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FEATURES OF TOP THREE OPERATING SYSTEMS

Easy to use
Performance monitor
Files management
Plug and play

Based on MS-DOS

Security
Reliability
Ease of use

Integration with Apple and other products

Open Source Operating System
Free software
Runs on a wide range of systems (PC to phones)

not compatible as standalone with most popular professional software

BitlGekaE When in doubt, always choose
a professional model and
Remote Desktop Connection professional software (also
referred to as business-grade
Client Hyper-V or business-line)

Microsoft Update for Business
Edge’s security blanket: WDAG

Windows Sandbox
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A traditional hard drive uses a spinning magnetic disk to store
data and can store a lot of data relatively inexpensively;
however, they are slow because in order to access data, the
hard drive must spin to the right location.

have no moving parts, and all data can be accessed equally
easily.

are way faster and use less power.

make virtually no noise at all since they are non-mechanical.

A SSD-equipped PC will boot in less than a minute, and often in
seconds.

Stenovations
(DigitalCAT)




SETTING UP YOUR NEW
COMPUTER

Name your computer (be
sensible!)

Proceed through step-by-step
setup to connect to the internet,
log in to your Microsoft account

Having a Microsoft account is
extremely beneficial when setting up
a new computer. If used on your
current/old computer, it can bring in
your favorites, passwords, etc., from
Edge browser

What to do

Do not ignore the ‘small print’ on the
step-by-step screens

The small print often includes such
things as installing unnecessary
software and programs and also
allowing Microsoft to set up your
computer for you based on their
settings and predetermined needs
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Security at a glance

For most court [ some
reporters and Vi 8 e rvcion
captioners, the S

b ul It‘ n D AT TR Virus & threat protection Account protection Firewiall & network
Quick 1can due No acton needed protection

Firewall & network protection A e Ve

Device security

Windows S
Security from
Microsoft is
sufficient for
antivirus and
malware
protection

= O )
App & browser control Device performance &
No action needed. heaith

N acton seeded

Family options

Best match

*j’ Manage BitLocker

Control panel
Apps
8 Notepad
B ODBC Data Sources (32-bit)
B ODBC Data Sources (64-bit)
Settings

If you chose to go with a Pro version % Device encryption settings

of Windows, BitLocker is @ See if you have a 32-bit or 64-bit

automatically installed and ready to (EEicnlofivindons

activate. % Find and fix problems with
background downloads

Search the web
L bit - See web results
£ bitcoin price

L bitcoin




CCleaner

ner - Professional Edition

CCleaner Professional

2.10490 (64bit)

Welcome back to Health Check

Start by scanning your PC, review the results and apply updates in just
a few clicks. We won't clean anything without asking first

Learn More

Pro 64t (Admi
108567 CPU @ 1.30GHz, 16.0G8 RAM

CCleaner Helpful Options

Professional Editon

110 drivers are up-to-date
Sotoras
Drivers to Update (0) Up-to-date Drivers (110)
‘Show drivers installed [ Drivers wi ie detected (D
@ Yourdrivers Installation date Release date. Actions.

~ Audio (3)

F Privacy

10 trackers o remove 1813 MB ofjunk to remove

Check for updates

Speed

0 startup apps to disable

] security

Qapps to update
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CCleaner Helpful Options Continued

110 drivers are up-to-date

GotoFAQs

Drivers to Update (0) Up-to-date Drivers (110)
Performance

Show drivers nstalled o o
@ Yourdrivers Installation date Release date Actions

 Audio (3)

> Privacy @ | [(®)| space 5 %) speed - Security

10 trackers o remove 1813 MB ofjunk to remove 0 startup apps to disable Qapps to update

y the “free” trial before committing ...

] () https//secure.ccleaner.com/ irl-9rvivjTxet?x-campaign=18ix-origin=98x-varian ent=d1ec2ffdfcIb11eds2 0a1cb8278.

’gCCIeaner AAA @ @ engish ~

Your details

Congratulations! You have chosen the world’s most popular tool for cleaning your PC. Over 2.5 billion downloads worldwide!

Select your product and plan:

CCleaner Professional CCleaner Professional Plus CCleaner Professional Plus
1YEAR - 1 PC 1 YEAR - UP TO 3 DEVICES 2 YEARS - UP TO 3 DEVICES

PRO $ | PROPLUS

b i
2 & *

L coeaners ceteAneR® coveanen s

0005 $79.95

$39.97/year
SAVE $20

10
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ONGOING COMPUTER
MAINTENANCE

Apps and Features

Mobility Center

Power Options

Event Viewer

System

Device Manager

Network Connections
Windows Key + X Rym—

Computer Management

Windows PowerShell

Esc =~ - i1 @2 :3 54 %5 A

Tab q Wl e r t

Caps a s d f

Shift z -c v ;

Fn c:nﬂm Settings
File Explorer

Windows PowerShell (Admin)

Task Manager

Search

Run

Shut down or sign out

Desktop
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& Device Manager

File Action View Help
Bm =
v & LAPTOP-I6GCOE4A
i Audio inputs and outputs
\Q? Batteries
4| Biometric devices
0 Bluetooth

Cameras
Computer
Disk drives
Display adapters
& Firmware
Human Interface Devices . .
Imaging devices Must be included in your
Keyboards

w Mice and other pointing devices (0] ngOi ng com p Ute r

& Monitors

B Network adapters maintenance! Especially after
L s R any Windows updates and/or

™ Print queues .
0 Printers driver updates that occur.
D Processors

B9 Security devices

[3 Sensors

!“ Software components

B Software devices

i Sound, video and game controllers

S Storage controllers

¥ System devices

¥ Universal Serial Bus controllers

¥ USB Connector Managers

v E3 System devices
= AcPI Lid
¥3 ACPI Processor Aggregator
= ACPI Thermal Zone
¥ ACPI Thermal Zone
3 ACPI Thermal Zone
B3 A T Zoe LIVE DEMONSTRATION
3 ACPI Thermal Zone
3 ACPI Thermal Zone
3 ACPI Thermal Zone
= ACPI Wake Alarm
E3 Charge Arbitration Driver
= Composite Bus Enumerator
3 Detection Verification
¥3 High precision event timer
3 1/0 LPC Controller (U Premium) - 3482 for Intel(R) 495 Series Chipset Family
£3 Intel(R) Dynamic Tuning Battery Participant
B intel(R) Dynamic Tuning Generic Participant ¥ Intel(R) USB 3.10 eXtensible Host Controller - 1.10 (Microsoft)
£3 Intel(R) Dynamic Tuning Generic Participant ¥ Intel(R) USB 3.10 eXtensible Host Controller - 1.10 (Microsoft)
= Intel(R) Dynamic Tuning Generic Participant § UsB Composite Device
3 Intel(R) Dynamic Tuning Generic Participant § USB Root Hub (USB 30)

¥3 Intel(R) Dynamic Tuning Manager
3 Intel(R) Dynamic Tuning Power Participant ' USB Root Hub (USB 3.0)

E3 Intel(R) Dynamic Tuning Processor Participant ¥ USB Connector Managers

v @ Universal Serial Bus controllers

(
(
E3 Intel(R) Management Engine Interface #1
E3 Intel(R) PCI Express Root Port #9 - 34B0
£3 Intel(R) Power Engine Plug-in

E3 Intel(R) Serial 10 GPIO Host Controller - INT3455
E3 Intel(R) Serial 10 12C Host Controller - 34C5

12
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DEVICE MANAGER - LIVE DEMONSTRATION

i3 Charge Arbitration Driver . .
Intel(R) Serial 10 12C Host Controller - 34E8 Properties

= Composite Bus Enumerator

et D.emd'on Verficaton General Driver Details Events Resources PowerManagement

i High precision event timer

3 1/0 LPC Controller (U Premium) - 3482 for Intel(R) 495 Series Chipset Family ‘L,_] Intel(R) Serial 10 12C Host Controller - 34E8

£3 Intel(R) Dynamic Tuning Battery Participant
¥3 Intel(R) Dynamic Tuning Generic Participant
£3 Intel(R) Dynamic Tuning Generic Participant [] Allow the computer to tum off this device to save power
£3 Intel(R) Dynamic Tuning Generic Participant Allow this device th ter

3 Intel(R) Dynamic Tuning Generic Participant
E3 Intel(R) Dynamic Tuning Manager

3 Intel(R) Dynamic Tuning Power Participant

3 Intel(R) Dynamic Tuning Processor Participant

3 Intel(R) Management Engine Interface #1

E3 Intel(R) PCI Express Root Port #9 - 34B0

¥3 Intel(R) Power Engine Plug-in

E3 Intel(R) Serial 10 GPIO Host Controller - INT3455

E3 Intel(R) Serial 10 12C Host Controller - 34C5

¥3 Intel(R) Serial 10 12C Host Controller - 34E8

E3 Intel(R) Serial 10 12C Host Controller - 34E9

K3 Intel(R) Serial IO UART Host Controller - 34A8

¥3 Intel(R) Smart Sound Technology (Intel(R) SST) Audio Controller
¥3 Intel(R) Smart Sound Technology (Intel(R) SST) OED

3 Intel(R) SPI (flash) Controller - 34A4

¥3 Microsoft ACPI-Compliant System

Startup

Sort by: Name v/

D CATalyst Backup System Tray @ o
Stenograph Low impact
g CCleaner -) n
Piriform Software Ltd ?Aeomm impact
. Cortana @) o
Microsoft Corporation No impact
You don’t need everything [ [ @ o
Sta rtl ng u p When you r Dropbox, Inc High imp
computer starts up. Just the B O,
g I F
baSICS * E Microsoft Edge @) o
Microsoft Corporation No impact
Turn off Teams, Zoom, Edge, P & o
etc , from sta rting up upon ! Microsoft Corporation High impact
your computer’s bootup. This [ [t ©on
q Microsoft Corporation o impact
allows for a quicker boot of ’
Phone Link
your computer. B €O O
. Realtek HD Audio Universal Service @D on
Realtek Semiconductor Low impact
. TheRecord Communicator - Server (: ) Off
FTR Pty Ltd No impact
E Windows Security notification icon @D on
Microsoft Corporation Low impact

26

13



4/5/2024

CLOUD-BASED STORAGE OPTIONS

Dropbox

Offers cloud storage, file synchronization, personal cloud, and client software,
accessible from any device or computer

Microsoft OneDrive

File hosting service that allows users to sync files, photos, share/work together, and
accessible from any device or computer

Google Drive

File storage and synchronization service allowing file sharing and editing of
documents with collaborators.

Amazon Drive

Cloud storage application offering secure cloud storage, file backup, file sharing, and
photo printing

Amazon Drive will no longer be supported after December 31, 2023!




Dropbox

as low as $9.99 per month
(billed annually)

Microsoft OneDrive

as low as $8.25 per month
(billed annually)

Google Drive

as low as $9.99 per month
(billed annually)

Microsoft OneDrive

Microsoft 365 Family
$99.99/year

= B Up to 6 TB storage (1 TB per
WEPIeR LA user account) — included

* For one to six people to share

¢ Each person can use on up to five devices simultaneously

« Works on PC, Mac, iPhone, iPad, and Android phones and tablets
Up to 6 TB of cloud storage (1 TB per person

Additional features in the Family Safety mobile app.

Federal government approved
products

4/5/2024
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?
What do others say?

?
What do others say?
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Don’t reply on one backup service alone (cloud-
based or physical)

Duplication of backups is okay!

Save backups with a “date” in the file name
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Secure computing
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Tips
Encrypt any drives that you have in your computer

Use “BitLocker To Go” for any flash drives that contain sensitive data

Store the recovery keys in multiple places. You can select more than one option
during setup. Print and place in a fireproof box in your home or office.

Keep track of your passwords! If you forget your password AND lose your recovery
key, you lose all of your data

Be cautious searching on the internet, reviewing emails, and more!

Security is a state of mind

18



Recent
Search
History

Methamphetamine
aluminum foil method

Peer-to-peer software
sharing

ISIS and ISIL terrorism

Banks in Cayman Islands

Firearm and ammunition
manufacturers

Fentanyl analogues
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Use first
a reliable source

Choose a reliable source to go to first
before doing a random internet search
on spellings, dictionary entries, or
definitions.

Encrypting Email - Gmail
Use the “Secure Mail for Gmail” Chrome extension to send encrypted messages
Recipient will need to know the password that you have decided for the email

Always make sure that you are viewing email with an https connection

@ https://chrome.google.com

Encrypting Email — Outlook for Desktop

Navigate to File->Options->Trust Center and click on “Trust Center Settings”

Trusted Publishers g
Encrypted e-mail

§ Encrypt contents and attachments for outgoing messages
e P geing El

W T34 digitel signature To outgeing messages
Send clear text signed message when sending signed messages
equest receipt for all §/ signed messages
[ Request S/MIME receipt for all S/MIME signed

Settings...

4/5/2024
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Don't trust the display name

Ta: You <you@yourd
From: My Bank <accounts@se

Subject: Unauthorized login attempt

Look but don’t click — Always check links

Check for spelling mistakes

Don't give up personal information

Watch for urgent language in the subject line — “Your account has been suspended”
Don’t open any attachments you weren’t expecting to receive

If you receive a suspect email from a contact, verify that they meant to send it to you

Flag known phishing attempt emails as spam (Gmail lets you flag as phishing)

On Fri, Oct 14, 2022 at 11:17 AM Donna Karoscik <bodmail2023@aol.com> wrote:
Hi Sarah, ‘

| need you to take care of a payment to a Vendor today. Let me know if you can and what payment option you have so | can provide you with the
information you need and the paperwork/invoice to process the payment. Also, kindly send me a copy of our current financial balance as of today
for review.

Respectfully

Donna Karoscik,
President.

On Wed, Aug 7, 2019 at 10:17 AM Kelly Linkowski <aaaaaaeeeeeex@gmail.com> wrote:

Got a moment? Give me your personal cell number to text you as I need you to complete a task for me.

4/5/2024
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QUESTIONS?
COMMENTS?

‘h--—.-__-_——-

Sarah Nageotte, FAPR, RDR, CRR, CRC
senrdr@gmail.com

Computers and Technology:
Friend or Foe?

22



